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Abstract. The cybersecurity business report (2018) estimates that cybercrime 
damage costs will hit $6 trillion annually by 2021 which is an upward trend from $3 
trillion in 2015.To circumvent this crime, resources are being diverted towards 
training and understanding of the human factors engaged in the crime. However, 
most of the research has focused primarily on the Caucasian population with African 
Americans and other minorities being overlooked. This study focused on the 
psychosocial characteristics of this under-represented segment of the population in 
cybersecurity research. The results support past research on the relationship between 
the demographic variables and cybersecurity victimization, but shed new light on 
these relationships in the minority population. 
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1. Introduction 
The cybersecurity business report (2018) estimates that cybercrime damage costs 
will hit $6 trillion annually by 2021 which is an upward trend from $3 trillion in 2015. 
This represents “the greatest transfer of economic wealth in history, risks the incentives 
for innovation and investment, and will be more profitable than the global trade of all 
major illegal drugs combined7”.  To circumvent this crime, resources are being diverted 
towards training and understanding of the human factors engaged in the crime. For 
example, studies have identified the characteristics of the hacker based on the type of 
messages1,2, the psychosocial factors of the cybervictim6,9,10, and internet search 
characteristics5.  However, most of the research has focused primarily on the Caucasian 
population with African Americans and other minorities being overlooked. Pew research 
center (Feb. 2018) indicates that 75% of US adults who own a smartphone are black and 
the majority (94%) who own a smartphone are 18-29 years of age. The report also 
indicates that reliance on smartphones for online access is especially common among 
younger adults, non-whites and lower-income Americans. Thus, it is important to study 
the psychosocial characteristics of this under-represented segment of the population in 
cybersecurity research. This project specifically identified, (a) the personality 
characteristics, (b) the technological knowledge, (c) the socio economic status, (d) the 
motivations and device of access, of an African American cybersecurity victim.  
2. Research Questions 
 Central Question: What are the psychosocial characteristics of the African American 
cybersecurity victim?  
• RQ 1: What is the relationship between personality type and becoming a 
cybersecurity victim? 
• RQ 2: What is the effect of knowledge and familiarity with technology on 
becoming a cybersecurity victim? 
• RQ 3: What is the effect of religiosity on becoming a cybersecurity victim?  
• RQ 4: What are the demographic characteristics (age, gender, socioeconomic 
status, religion) of the cybersecurity victim? 
2.1. Methodology  
An online survey was administered to 134 students at CAU. The survey included: 
Personality type as measured by the Big Five Personality test3; knowledge of 
technology as measured by the adapted version of the Technological Familiarity 
Questionnaire and the Technology Cognition Questionnaire8; Religiosity was 
measured by the Revised Intrinsic/Extrinsic Religious Orientation Scale -Intrinsic, 
Extrinsic-Social, Extrinsic-Personal4, and demographic characteristics assessed 
though self-report. The independent variables for this study are personality type as 
measured by the Big Five Personality test; knowledge of technology as measured by 
the adapted version of the Technological Familiarity Questionnaire and the 
Technology Cognition Questionnaire; and demographic characteristics assessed 
though self-report. The dependent variable included reports by participants of being 
a cybersecurity victim, based on their experiences and responses to 7 questions (e.g., 
Has your identity ever been stolen?; Has your email ever been hacked?; Has your 
social media ever been hacked? (twitter, facebook, instagram, etc.); Has your pin or 
password ever been stolen?; Has your computer ever crashed? (because you clicked 
on email, spam, website, etc); Have you ever fallen victim to online money scams? 
 
2.2. Results  
Significant impact of personality type, religiosity, familiarity with technology, and 
demographics of the minority student population, on reports of becoming a cybersecurity 
victim were revealed. Results of a Kruskall-Wallis and Mann-Whitney U tests indicated 
that high scores on conscientiousness, intellect/imagination, agreeableness, and 
emotional stability were associated with reports of cyber victimization (see Fig.1). High 
scores on the extrinsic religious personality type were associated with computer crashes 
whereas high scores on the intrinsic religiosity were associated with compromising of 
pins and passwords (see Fig.2). A lower annual income (<$15,000) was associated with 
significantly more reports of the pin/passwords being compromised (see Fig.3). 
Networking usage and expertise with technology was also significantly related to reports 






Figure 1. Type of cybersecurity victim and personality.  
 
                 
 
Figure 2. Cybersecurity victim and religiosity type.  
 
                                      




Figure 4. Cybersecurity victim and familiarity and use with technology.  
 
Future Directions 
Results indicated a significant impact of the psychosocial variables on reports of being a 
victim of cybersecurity. Past research on the relationship between the demographic 
variables and cybersecurity victimization has been established, this study sheds a new 
light on these relationships in the minority population. This is a correlational study. 
Further studies should investigate the relationships between the psychosocial 
characteristics through experimental manipulation of message content. Results of this 
study and future results can be used for education and outreach to facilitate informed and 
prepared cyber-system users. 
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